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THONG BAO
Vé hoat dong tén cong mang
khai thac 16 hong bao mat ciia Microsoft Exchange

Qua cdng tac bao v€ an ninh hé théng mang théng tin quéc gia, Bo Cﬁhg an
phét hién hoat dong tAn cong mang khai thac 16 hong bao mat phin mém may chu
thu dién tr Microsoft Exchange, anh hudng dén an ninh mang, an toan thong tin
clia cac co quan, to chirc, doanh nghiép tai nhidu qudc gia trén thé gidi, trong do
c6 Viét Nam, ndi dung cu thé nhu sau:

1. Theo céng bé clia Microsoft ngay 02/3/2021, céc mdy chu thu dién t
Microsoft Exchange phién ban 2013, 2016 va 2019 cai d4t trén mdy chi riéng ctia
khéch hang c6 04 16 hdng bao mat zero-day & mure do dic biét nghiém trong (ma
16i CVE 2021-26855, CVE-2021-26857, CVE-2021-26858, CVE-2021-27065).
Lgi dung cac ma 16i ndy cho phép tin tic thuc thi cac 1énh didu khién tir xa, qua
do cai dit cdc loai ma doc cira hau dé kiém soat may chu, tai xudng thu dién tu
cua nguoi dung ma khong can xac thyc; mé rong leo thang tdn cong kiém soat hé
théng mang. .

Qua diéu tra hoat dng tan cong mang, B Coéng an phat hién tin tic da.tin
cong hé thong thu dién tir ctia mét sé co quan, don vi tai Viét Nam thong qua 16
hong bao mét cua Microsoft Exchange, dong thoi, mo rong tin cong kiém soat
toan bd hé thong mang, danh cép nhidu tai liéu (trong d6 c6 ca tai lidu bi mat nha
nudc) duge trao déi qua thu dién tir, Mic du Microsoft da phat hanh ban cap nhat
cho umg dung Microsoft Exchange, tuy nhién, viéc cdp nhat ban va bao mat clia
Microsoft chi khic phuc duoc 13 hong béo mat da dugc cong bd nhung khéng g&
b6 duge cée chuong trinh cira hau hodc cdc ma ddc gian diép khéc dwoc cai cim
trong hé thong mang. Néu khong xur 1y, ngan chan kip thoi ddn dén nguy co mét
an ninh mang, an toan thong tin, 16, mét tai liéu noi bd, bi mat nha nude.

2. Tur tinh hinh trén, dé dam béao an ninh mang, an toan théng tin va phong,
chéng 19, mét bi mat nha nudc, B§ Cong an dé nghi cac b, ban, nganh, dia phuong

chi dao bd phdn chie nang chi ddng thyce hién cée bién phap sau:
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- T6 chirc kiém tra, ra soat img dung Microsoft Exchange dang st dung, cip
nhit ddy dii ban v4 bao mét cho tmg dung theo huéng din ctia hang Microsoft';

- Tang cudng gidm sat an ninh mang, kip thoi phét hién hoat dong tn cong
mang; ra soat, loai bo chuong trinh ctra hdu, ma ddc gian diép trén may chu; phdi
hgp véi Cuc An ninh mang va phong, chéng t6i pham sir dung céng nghé cao - B
Céng an trong diéu tra, xac minh, xit ly déi twong thuc hién tAn cong mang;

- Chép hanh nghiém chinh céc quy dinh ctia phép Iudt vé bao vé bi mat nha
nudc; khong luu trir, truyén dua tai liéu bi mat nha nude qua thu dién tir néu khong
ap dung céc giai phap ma héa co yéu;

- Két qua kiém tra, ra soat dé nghi trao dbi bing vin ban giri vé Ba Cong an
qua Cuc An ninh mang va phong, chéng t6i pham st dung céng nghé cao trude

ngay 25/3/2021.

B6 Cong an xin théng bdo./.,,

Noi nhan:

- P/c B{ truong T6 Lam

- Céc ddng chi Thir trudng

- Vin phong TW DPiéng

- Vin phong Téng Bi thu

- Vian phong Chu tich nudce
- Viin phong Qudc héi

- Vin phong Chinh pha

- Céc b, co quan ngang bg,
co quan thuge chinh phu

- Tinh dy, Thanh ay, UBND
cac tinh, TP truc thuge TW
- Toa &n nhan dan téi cao

- Vién kiém sat nhan dan téi cao
- Kiém todn nha nuée

- Céc tap doan, tong céng ty: EVN,

PVN, VNA, VATM, ACV

- Cong an céc don vj truc thqéc Bo
- Cong an céc tinh, thanh pho true thude TW

- Luu: VT, A05(P8).
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