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TAI LIEU HUONG DAN MO HINH THAM CHIEU VE KET NOI MANG
CUA BOQ, NGANH, PIA PHUONG
(Kém theo Cong van s6 273 /BTTTT-CBPTW ngay 31 thang 01 ndm 2020
ciia B6 Théng tin va Truyén théng)

I. Pham vi va doi twong ap dung
1. Pham vi ap dung

Tai liéu nay hudéng dan vé cac mo hinh tham chiéu két n6i mang cua bo,
nganh, dia phuong vao mang truyén so liéu chuyén dung phuc vu co quan Pang,
Nha nudec.

2. Pdi twong ap dung

Céc B9, co quan ngang B0, Uy ban nhan dan cac tinh, thanh phé truc thudc
Trung uvong.

I1. Danh muc tir viét tit:

1. Mang TSLCD: Mang truyén sé liéu chuyén dung ctia cac co quan Pang,
Nha nudc.

2. CPDT: Chinh phu dién tr
. TTDL: Trung tam dir li¢u
. DNVT: Doanh nghiép vién thong
. CQNN: Co quan Nha nudc
. BNDP: B, nganh, dia phuong
. CBCC: Can bd cong chuc
. ATTT: An toan thong tin
.HTTT: Hé thong thong tin
10. DNS: Hé théng phan giai tén mién
11. WAN: Mang dién rong
12. LAN: Mang noi bd
II1. Nguyén tic chung
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1. Mang TSLCD duoc sir dung 1am ha tang truyén din cin ban trong két n6i
cac HTTT CPDT va lién thong, chia sé dir li¢u.
2. Két ndi tir nguoi dan, doanh nghiép vao HTTT ciia Chinh phu, BNPP qua
ha tang mang cong cong.
3. Hé thong may chu tmg dung tai phén hé két n6i mang TSLCD dugc phan
tach v6i phan hé két néi mang cong cong.

IV. Cac md hinh tham chiéu vé két no6i mang ciia BNDP: quy dinh chi tiét tai
Phu luc kém theo



1. M6 hinh tong quan
2. Cac md hinh tham chiéu mang BNPP
2.1. M6 hinh két néi TTDL vao mang TSLCD

Mo hinh 01: két nbi phan ving TTDL ciia DNVT phuc vu BNDP vé try s¢
BNDP.

Mo hinh 02: két ndi truc tiép phan ving TTDL ctia DNVT phuc vu BNDP
vao mang TSLCD.

Mo hinh 03: két n6i TTDL ctia BNDP vao mang TSLCD.

M5 hinh 04: két ndi Internet tai TTDL.

2.2. M6 hinh 05: két néi mang WAN cua bo, nganh vao mang TSLCD
2.3. Két n6i mang WAN cua dia phwong vao mang TSLCD

Mo hinh 06: tap trung luu luong WAN va Internet vé diém quan 1y tap trung
cua dia phuong.

Mo hinh 07: chi tap trung luu luong WAN vé diém quan 1y tap trung cia dia
phuong.

Mo hinh 08: tap trung luu luong WAN vé diém quan 1y tap trung ctia DNVT.

2.4. M6 hinh 09: két noi mang LAN cua don vi triuc thuéc BNPP vao mang
TSLCD

2.5. M6 hinh hé théng DNS
Mo hinh 10: Hé théng DNS quan 1y tén mién <abc>.gov.vn ctia BNPP
Mo hinh 11: Hé théng may chu tén mién dém (DNS Caching)
3. M6 hinh muc tiéu
V. Huwéng din trién khai

1. Cac Bd, co quan ngang By, UBND cac tinh, thanh pho truc thudce
Trung wong

a) Tham khao cac mo hinh két ndi mang tai Phu luc khi xay dung, trién khai,
quan ly, van hanh hé thong mang cua BNDP va két n6i gitra caic BNDP vdi nhau
va v6i Chinh phu.

b) Chi dao don vi phu trach vé cong nghé thong tin ph01 hop v6i cac don vi
thudc Bo Thong tin va Truyén thong trong qua trinh két ndi mang dién rong cua
BNDP vao mang TSLCD.

¢) Chu tri, phéi hop Cuc Buu dién Trung uwong trong viéc trién khai bién
phap gidm sat trang thai, luu lugng két no61 dén cac don vi st dung mang WAN
cua BNDP.

2. B§ Théng tin va Truyén thong

a) Cuc Buu dién Trung uong



- Chu tri, huéng dan mo hinh két ndéi mang WAN ciia BNDP viao mang
TSLCD.

- Pam bao chit lwong duong truyén mang TSLCD cip I phuc vu cac bai toan
CPDT.

- Quan 1y, quy hoach tai nguyén dia chi IP cho céc két ndi mang TSLCD.

- Chu tri, giam sat trang thai, luu luong két ndi dén céac don vi str dung mang
WAN cua BNDP.

b) Cuc An toan thong tin

- Chu tri, huéng dan vé cac yéu cau an toan co ban dbi véi TTDL caia DNVT
phuc vu CQNN.

c¢) Trung tam Internet Viét Nam (VNNIC)

- Chu tri, huéng ddn mo hinh két ndi tai phan hé HTTT két ndi Internet, hé
thong may chu tén mién DNS cua BNDP.

- Quan ly, quy hoach tai nguyén s6 hiéu mang AS, dia chi IP dung dé két

noi, dinh tuyén Internet (IP public) cho cac BNDP.

3. S6' Thong tin va Truyén thong céc tinh, thanh phé truc thudc Trung
wong

a) Tham muu cho UBND tinh, thanh phé mé hinh két ndi mang hiéu qua,
dap ung cac yéu cau trién khai cac bai toan CPDT cua dia phuong.

b) Phéi hop véi Cuc Buu dién Trupg uong, Cuc An toan thong tin, Cuc Tin
hoc hoa, VNNIC danh g‘ié tinh hinh trién khai mang WAN tai dia phuong, dinh
ky hang nam bédo cédo vé B Thong tin va Truyén thong (Cuc Buu dién Trung
uong).

4. Cac doanh nghiép vién théng

a) Hb trg S¢ Thong tin va Truyén thong trong qué trinh trién khai cac mo
hinh két n6i mang tai cac dia phuong.

b) Chu tri, phéi hop Cuc Buu dién Trung uong trong viéc trién khai bién
phap giam sat trang thai, luu lugng két ndi dén cac don vi sir dung mang WAN
cua BNDP.

¢) Trién khai diém quan 1y Internet tdp trung cho cac két ndi Internet cua
CQNN tai cac dia phuong.



PHU LUC:
CAC MO HINH THAM CHIEU VE KET NOI MANG CUA BQ, NGANH,
PIA PHUONG

I. M6 hinh tong quan

Hinh v& m6 hinh tong quan dugc trinh bay tai Hinh 1.

Phan hé TTDL cua BNPP:

- Két nbi mang: két ndi tryc tiép vao mang TSLCD qua ha ting mang truyén
tai cia DNVT hodc két ndi vé try s& BNDP.

- T6 chire TTDL: phan thanh phan ving HTTT chuyén dung va HTTT cong
cong:

+ HTTT chuyén dung: két nbi vao mang TSLCD dé dong bd CSDL giita cac
HTTT chuyén dung va két ndi tir can bo, cong chirc 1én HTTT.

+ HTTT cong cong: két ndi multi-home qua cac ISP va VNIX dé nguoi dan,
doanh nghié¢p truy cap vao HTTT.

Phdn hé mang WAN ciia BNPP: két nbi tap trung luu luong vé TTDL cua
BNDP hoic qua thiét b tap trung cia DNVT.

Phan hé mang LAN cua don vi truc thuéc BNDP: c6 2 két ndi:

- Két néi mang TSLCD cép II hoic qua két ndi WAN BNDP tu trién khai.

- Két ndi Internet qua diém tap trung Internet cia CQNN tai DNVT hodc tap
trung tai TTDL cia BNDP.
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Hinh 1. M6 hinh tong quan két noi mang LAN, WAN, Trung tam dit liéu
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IL. Cac md hinh tham chiéu két ndi mang BNDP

2.1. M6 hinh két néi TTDL vao mang TSLCD

2.1.1. M6 hinh 01: két noi phan vimg TTDL ciia DNVT phuc vu BNPP vé tru s¢
BNDP

Trusi BNDP : rsec ‘"’N\\
A

. Cip quang tryc tiép/

L2VPN

CE
HTTT t3i B/N/DP

Hinh 2. Két néi phdn ving TTDL ciia DNVT phuc vu BNPP vé tru s¢ BNDP

Mo hinh két nbi phan ving TTDL ctia DNVT phuc vu BNPP vé tru sé
BNDP 1a m6 hinh sir dung trong truong hop TTDL ctia DNVT chua du diéu kién
két ndi tryc tiép vao mang TSLCD.

Pé trién khai mo hinh nay, DNVT can trién khai kénh két n6i bang cap quang
truc tiép, qua thiét 1ap kénh L2/L3VPN qua ha ting mang cia DNVT hodc kénh
[PSec VPN qua Internet tir TTDL ctia DNVT vé tru s& BNDP.

Cac yéu cdu co ban:

- BNDP can dap tng cac quy dinh tai Diéu 6 Thong tu s6 27/2017TT-BTTTT
ngay 20/10/2019 vé quan 1y, van hanh, két ndi, sir dung va bao dam ATTT trén
mang TSLCD va Phu lyc 1 Thong tu s6 12/2019/TT-BTTTT ngay 5/11/2019 vé
stra d6i, bd sung mot s6 diéu cua Thong tu s6 27/2017TT-BTTTT ngay
20/10/2019 vé quan ly, van hanh, két ndi, str dung va bdo dam ATTT trén mang
TSLCD.

- BNDP chiu trach nhiém céc van dé lién quan dén an toan bao mat khi két
nbi vao mang TSLCD.

2.1.2. M6 hinh 02: két néi truc tiép phéan ving TTDL ciia DNVT phuc vu BNDP
vao mang TSLCD
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Hinh 3. Két néi truc tiép phdn vimg TTDL ciia DNVT phuc vu BNPP vio mang TSLCD

Mo hinh két ndi tryc tiép phan ving TTDL ciia DNVT phuc vu BNDP vio
mang TSLCD 12 mé hinh st dung trong truong hop TTDL ciia DNVT du diéu
kién két ndi truc tiép vao mang TSLCD.

Pé trién khai mo hinh nay, DNVT can trién khai kénh két nbi bang cap quang
tryc tiép vao mang TSLCD cép I hodc qua két ndi trung ké voi mang TSLCD cap
I cua Cuc BDTW.

Céc yéu cau co ban:

- TTDL ctia DNVT can dap tng cic quy dinh vé TTDL phuc vu BNDP.

- DNVT cén phan tach khu vuc riéng tai TTDL phuc vu BNDP véi khu vuc
tai TTDL phuc vu muc dich thuong mai cho ngudi dén, t6 chirc, doanh nghiép.

- Tai khu vuc TTDL phuc vu BNDP: can phan tich phan ving HTTT chuyén
dung va phan vung HTTT cong cOng.

2.1.3. M6 hinh 03: két noi TTDL ciia BNPP vao mang TSLCD
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Hinh 4. Két néi TTDL ciia BNPP vao mang TSLCD

Mo hinh két ndi TTDL ciia BNDP vio mang TSLCD 1a mé hinh st dung
trong trudng hop cac BNDP c¢6 TTDL riéng dit tai tru sé cia BNDP. Két ndi tir
TTDL ctia BNDP vao mang TSLCD sir dung kénh truyén mang TSLCD sin ¢6
cua BNDP.

Céc yéu ciu co ban:

- BNDP cén phan tach phan ving HTTT chuyén dung va phan ving HTTT
cong cong.

- P6i v6i phan ving HTTT chuyén dung:

+ Két nbi vao mang TSLCD st dung IP private do Cuc BPTW quy hoach
(Trong truong hop bi tring IP thi c¢6 phuong an phdi hop xur 1y d6i véi BNDP).



+ Phan ving HTTT chuyén ding dé dong bd co so dit liéu voi HTTT cia
Chinh pht, BNDP khac va két ndi tir can bo, cong chie dén HTTT chuyén ding.

- P6i voi phan ving HTTT cong cong:

+ Phan ving HTTT cong cong phuc vu nguoi dan, to chirc, doanh nghiép
truy cap dén HTTT cong cong.

+ Str dung AS/IP doc 1ap do VNNIC cép, két ndi Internet theo co ché multi-
home t&i mot hodc nhiéu ISP, két ndi vao VNIX.

(Chi tiét xem mo hinh, huéng dan tai muc s6 2.1.4 dudi day)
2.1.4. M6 hinh 04: két noi Internet tai TTDL
a) Mo hinh két ndi Internet cia TTDL

Phan hé Internet ctia TTDL quy hoach cung cép cac dich vu chung cho cac
hoat dong cia BNDP, bao gdm céc ting dung, cong thong tin BNDP, cac dich vu
web khac, co s dit lidu, cac hé thong thong tin ding chung nhu DNS, thu dién tir
(email)...
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Hinh 5. Két noi Internet tai TTDL
Phan hé Internet can duoc quy hoach theo kién tric cia mét mang doc 1ap,
két ndi da hudng (multi-home), tirng budc chuyén déi IPv6:



- Mang doc 1ap: 12 mang st dung ving dia chi IP mang Public va sé hiéu
mang ASN doc 1ap. Tai Viét Nam dia chi I[P va ASN dugc quéan 1y cép phat boi
Trung tdm Internet Viét Nam (VNNIC), B6 Thong tin va Truyén thong (Tham
khao quy trinh dang ky tai https://vnnic.vn/diachiip).

- Két nbi da huong (multi-home): mot hé théng mang doc l1ap s€ co6 kha nang
két ndi nhiéu hudng (peering hodc transit) véi cac mang doc 1ap khac, véi cac
DNVT (ISP) khac dé két nbi vao mang Internet, khi c6 su c6 hudng nay sé& tu
dong chay theo hudng khac va nguoc lai ma khong bi gidn doan dich vy, déng
thoi c6 thé linh hoat trong diéu hudng dé sir dung hiéu qua bang thong két ndi trén
cac kénh truyén theo nhu cau.

- Chuyén ddi IPvé: Quy hoach mang dam bao hoat dong song song 1Pv4,
IPv6, c6 16 trinh timg budc chuyén ddi tir IPv4 sang IPv6, tién t6i ding st dung
IPv4.

b) Giii phap két néi da hwéng véi ISP va Tram trung chuyén Internet quoc

gia VNIX

ISP 3
eBGP

@ IP/ASN Doc lap
RGW

PublicZone ServerZone AppZone NOC

i Firewall

E Switch

i Server Farm L

i Sirdung N
! TPv4/TPv6 = g'

Hinh 6. Két néi da huéng véi ISP va VNIX
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Hé thong mang TTDL két ndi Internet can duoc thiét ké theo mo hinh phan
tang, bao gdm cac khéi nhu sau :

- Tang dinh tuyén: khéi Router Gateway két ndi dinh tuyén da huéng cho
toan bd hé théng mang véi cac ISP, tram trung chuyén Internet quoc gia VNIX.

- Tang an toan an ninh: khéi Firewall/IPS dam bao an toan téng thé cho hé
théng mang, bao vé hé thong mang va cac phan ving quan 1y phia trong mang.

- Tang chuyén mach: khéi Hé thong chuyén mach (Switch) két néi gitra cac
tang, cac phan ving quan 1y va cac hé théng thiét bi méy chu.

- Tang may chu: khoi Server farm 1a cac may chu, ing dung, thiét bi luu tri,
sao luu...

Cac phuwong an dé két nodi Internet TTDL nhu sau:

- Phuong 4n két ndi Internet qua cac DNVT (ISP): phan hé Internet cta
TTDL két ndi (peering, transit) véi mot hodc hodc nhiéu cac ISP dé trao d6i luu
lugng hodc transit di Internet theo nhu cau.

- Phuong an dau ndi VNIX': Hé thong tram trung chuyén Internet quc gia
VNIX dugc quan 1y boi Trung tam Internet Viét nam (VNNIC), hién tai duoc
trién khai tai 3 diém Ha Noi, Pa Néng va Tp. H6 Chi Minh. VNIX cho phép cac
mang co quan, t6 chuc, doanh nghiép st dung sb hiéu mang ASN va dia chi IP
doc 1ap do VNNIC cap phat két ndi dén dé trao d6i luu luong Internet. P6i véi
phan hé Internet ctia TTDL c6 thé két ndi VNIX theo 2 mé hinh nhu sau:

+ Két nbi da phuong MLPA d¢é trao doi luu lugng Internet trong nudc: Voi
mo hinh nay khi két ndi véi VNIX phan hé Internet ctia TTDL chi can thiét 1ap
mot kénh két néi vat 1y, cu hinh dinh tuyén eBGP ngang hang (peering) véi thiét
bi quan 1y dinh tuyén (route server) ctia VNIX 14 c6 thé két ndi trao doi luu luong
truc tiép voi tat ca cac thanh vién khac, hién c6 21 thanh vién 1a cac ISP, ICP,
IDC, mang cua co quan nha nudc, chinh phu, mang DNS qudc gia, DNS ROOT
... dang két ndi VNIX.

+ Két ndi song phuong BLPA: Trén co so kénh két ndi vat Iy toi VNIX,
ngoai viéc két ndi da phuong MLPA nhu trén thi BNDP c¢6 thé thoa thuan két ndi
song phuong BLPA véi cac thanh vién khac hién c6 tai VNIX dé trao ddi luu
luong riéng hodc transit qua mang khac. C6 thé thoa thuan véi cac ISP dang két
nbi vao VNIX dé transit luu luong Internet qudc té ngay tai VNIX thay vi phai
thué thém kénh vat 1y dén ISP.

! https://vnnic.vn/vnix
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C6 thé két hop hai phuong an két ndi trén (qua ISP va VNIX) dam bao tinh
san sang cho hé thdng, tiét kiém chi phi dudng truyén va ting chat luong két ndi
dich vu cho hé théng phan mang két ndi Internet cho cac td chirc BNDP.

¢) Quy hoach dia chi IP (IPv4/IPv6):

Hé théng mang BNDP can phai phan ving véi muc dich, mirc d6 an toan
khac nhau dé quan 1y; va quy hoach dia chi IP cho toan bo ha ting CNTT dam
bao hi€u qua, lién tuc, tranh bi phan manh, dap trng nhu cau sir dung trong tung
khéi va dam bao kha ning md rong trong twong lai ma khong can quy hoach, thay
d6i lai dia chi va chinh sach dinh tuyén.

St dung dia chi IPv4, IPv6 va s6 hiéu mang doc 1ap (ASN) do VNNIC cap
dé quy hoach, phan b trong phan hé Internet cia TTDL, khong dung dia chi IP
private két hop voi NAT dé cung cp cac dich vu ra Internet. BNDP sé& ding ky
v&i VNNIC 01 s6 hiéu mang, 01 vung dia chi IPv4 (216 = 512 dia chi) va 01
vung dia chi IPv6 /32 hodc /48 (twong duong voi 2732 dia chi hodc 2748 dia chi).
Tir d6 6 thé chia thanh cac ving dia chi nho hon tuy theo nhu cau, vi du nhu sau
(tham khao trén website cia VNNIC?):

- Cac phan ving mang cho cac tmg dung két ndi truc tiép Internet: DMZ-1,
DMZ-2: /25 dia chi IPv4 (27 = 128 dia chi), /56 dia chi [Pv6

- Céac phan vung CSDL, Middleware: /26 dia chi IPv4 (2°6=64 dia chi), /64
dia chi IPv6.

- Phan vung NOC/SOC: /27 dia chi IPv4, /64 dia chi [Pv6.

- Phéan vung két ndi bén ngoai t&i1 cac ISP: /29 dia chi [Pv4, /64 dia chi [Pv6.

- Du phong dia chi cho cic phin ving c6 thé phat sinh trong tuong lai.

*https://www.vnnic.vn/sites/default/files/tailieu/VNNIC TaiLieuHuongDanQuiHoachQuanLySuDungIPv6.pdf
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Peering (eBGP)
/23 IPv4
/48 TPv6

Outsite (kétnéi)
/29 TPv4
/64 TPV6
ASN Doc lap
/123 IPv4 J
JA8TPV6 = el

Server Farm
St dung
IPv4/I1Pv6

Database
126 TPv4

Hinh 7. Quy hoach IPv4/IPv6
d) Chuyén ddi IPv6:

Dia chi IPv4 da hét, khong con du dé phat trién mang Internet, vi vay can
phai chuyén doi sang IPv6. Viéc trién khai chuyén dbi IPv6 khuyén nghi theo
phuong an song song IPv4/IPv6 (dual-stack), sau ndy tién téi chi ding IPv6 (IPv6
only). Chi tiét tham khdo tai dja chi: https://vnnic.vn/ipv6forgov.
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Hinh 8. Lé trinh chuyén doi IPv6 cho cdc co quan Nha nuéce
Vé co ban CQNN thuc hién theo 16 trinh chuyén ddi 3 giai doan, 10 budc?
theo khuyén nghi ctia VNNIC duge mé ta nhu sau:

(1) Giai doan I — Giai doan chuan bi:

Buéc 1: Pao tao, truyén thong: To chirc tip huin, dio tao, chuan bi nhan
su; Truyén thong ndi bg, nang cao nhan thirc cho cac Lanh dao co quan, don vi
va cac don vi, cd nhan lién quan.

Buéc 2: Lap ké hoach: Ra soat tong thé, danh gia thuc trang mang ludi va
dich vu cho viéc chuyén dbi ; Panh gia pham vi, quy mé chuyén ddi cho hé thong
may chu, dich vy, phén mém va may tinh van phong dé h tro IPV6. Lap ké hoach,
phuong an tong thé, chi tiét.

Buéc 3: Chuan bi tai nguyén dia chi: Piang ky dia chi IPv4, IPv6, ASN
doc 1ap tir Trung tdm Internet Viét Nam — Bo Thong tin va Truyén thong. Quy
hoach dia chi cho: hé théng dich vu, IDC, Cloud ...; H¢ théng quan ly; He théng
IT no1 bo.

(2) Giai doan II — Két néi, thir nghiém:

3 https://www.vnnic.vn/sites/default/files/tailieu/brochureIPv6-coquannhanuoc-final pdf
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Budéc 4: Két noi, dinh tuyén: Lam viéc véi ISP, VNIX vé két ndi dinh tuyén
Internet hd trg déng tho1i [Pv4/IPv6; Lam viéc voi Cuc Buu dién Trung vong dé
trién khai két nbi IPv6 voi mang TSLCD.

Buéc 5: Phan mém, ung dung: Lam viéc voi cac don vi cung cép dich vu,
phan mém giai phap, cac don vi cung cap dich vu CNTT thué ngoai dam bao hd
trg IPv4/IPv6

Budc 6: Thir nghiém wng dung, dich vu: Thir nghiém tng dung [Pv6 cho
phan mang két ndi Internet, dich vu DNS va Website quy mo nho; cac h¢ théng
LAN va Wifi két ndi Internet st dung IPv6.

Buéc 7: Panh gia: Panh gia sau thir nghiém; cac van dé gap phai, cach giai
quyét, it kinh nghiém trudc khi trién khai chinh thirc. Xay dung ké hoach tiép
theo.

(3) Giai doan III — Chuyén déi chinh thirc

Buwéc 8: Chuyén ddi IPv6 cho TTDL: Thuc hién chuyén dbi chinh thirc cac
hé théng, dich vu: Hé théng mang 101, mang két ndi Internet; Hé théng DNS; Céng
thong tin dién tir (dic biét 1a Website dudi tén mién .gov.vn), dich vu cong truc
tuyén; Cac dich vu Internet co ban: Email, phén mém ung dung ndi bo...

Buéc 9: Chuyén doi IPv6 két noi WAN t6i cac don vi: Mo rong trién khai
IPv6 cho mang LAN,WAN.

Buéc 10: Hoan thién cong tic chuyén doi IPv6: Chuyén doi cac hé thong
IT ndi bd; Chuyén doi cac dich vu c6 két ndi Internet con lai; Sin sang trién khai

mang thudn IPv6 (IPv6 only).
2.2. M6 hinh 05: két néi mang WAN ciia B, nganh vao mang TSLCD
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DIEM TAP TRUNG MANG WAN
BO/NGANH
—— ! -
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< |
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- - ~

~ N 2~
~” MANG TRUYEN TAI CUA DOANH NGHIEP VIEN-THONG/
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Ghichi:
- — = Luu lugng WAN

Hinh 9. M6 hinh két n6i mang WAN ciia BS, nganh vao mang TSLCD
Mb hinh két ndi mang WAN cua bg, nganh vao mang TSLCD la m6 hinh

két ndi truc tiép cac don vi truc thude b, nganh 1én diém tap trung mang WAN

cua b, nganh (thong thuong 1a tru s& chinh hoac TTDL cua b, nganh).

Céc yéu cau co ban:

- Trén ha tang mang TSLCD cap II (trong trudng hop bd, nganh va cac don
vi true thudc ¢ két ndi mang TSLCD cép IT) hodac ha téng mang WAN cua bo,
nganh (trong trudng hop bo, nganh ty trién khai ha ting mang WAN riéng): tao
két ndi diém — da diém tir cac don vi tryc thudce vé diém tip trung mang WAN
cua bg, nganh.

- Tai diém tap trung mang WAN cua by, nganh: thuc hi¢n chuyén tiép luu
lugng tir cdc don vi truc thudc dén cac ung dung tai TTDL cua bd, nganh.
2.3. Két noi mang WAN ciia dia phwong vio mang TSLCD
2.3.1. M6 hinh 06: tdp trung luu lrong WAN va Internet vé diém quadn Iy tdp trung

cua dia phuong
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MANG TRUYEN S8 LIEU CHUYEN DUNG CAP | - CUC BUU DIEN TRUNG U'ONG

MANG BACKBONE LIEN TiNH

Tinh dy HBND UBND
-
S 3 &
{ | |

ROUTER BIEN

\
CAP QUANG
TRUNG KE (1+1)

MANG TRUYEN S8 LIEU CHUYEN DUNG CAP Il

GB ROUTER BIEN

-
-

—
P I\TANG TRUYEN TAI cUA DOANH NGHIEP VIEN THONG/
~ MANG WAN BIA PHUONG TV TRIEN KHAI

ROUTER BIEN =T T~

ROUTER BIEN ROUTER BIEN

fii'ffé@@ Qiﬁ“ﬂ iﬁ% fé

DIEM TAP TRUNG MANG WAN N R
cUA BIA PHUONG DBO'N VI TRUC THUOC A BON V| TRUC THUBC B

Ghi cha:
~@— — P Luulugng WAN va Internet

Hinh 10. M6 hinh tGp trung lweu lrong WAN va Internet vé diém quan 1y tip
trung cua dia phuong

Mo hinh tap trung luu lugng WAN va Internet vé diém quan 1y tip trung cta
dja phuong 1a m6 hinh sir dung trong truong hop cac dia phuong ¢ nhu cau trién
khai Internet tap trung cho cac don vi truc thudc.

Cac yéu cdu co ban:

- Trén ha tang mang TSLCD cép II (trong truong hop dia phuong va cac don
vi truc thudc c6 két ndi mang TSLCD céap II) hoic ha ting mang WAN cua dia
phuong (trong truong hop dia phuong ty trién khai ha ting mang WAN riéng):
tao két ndi diém — da diém tir cac don vi truc thudc vé diém tap trung mang WAN
cua dia phuong.

- Tai diém tap trung mang WAN cua dia phuong thuc hién:

+ Chuyén tiép luu luong tir cac don vi truc thude dén cc Gng dung tai TTDL
cua dia phuong.
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+ Chuyén tiép luu luong két ndi Internet cuia cac don vi truc thudc qua kénh
két ndi Internet tai diém tap trung.

2.3.2. M6 hinh 07: chi tdp trung luu lirong WAN vé diém qudn 1y tdp trung ciia

dia phuong
MANG TRUYEN S LIEU CHUYEN DUNG CAP | - CUC BU'U PIEN TRUNG UONG
Tinh Oy HBND UEND = .
@ MANG BACKBONE LIEN TiNH
] |
1 L
ROUTER BIEN

CAP QUANG
L |, TRUNG KE (1+1)
-

MANG TRUYEN SO LIEU CHUYEN DUNG CAP 11

GB ROUTER BIEN
«

-

-_—
—

_ — MIANG TRUYEN TAI CUA DOANH NGHIEP VIEN THONG/
-~ MANG WAN DJA PHUONG T TRIEN KHAI

ROUTER BIEN ROUTER BIEN

DON VI TRUC THUSC A DON VI TRUC THUSC B

Ghi chi:
-— — P Luuluwong WAN

Hinh 11. M6 hinh chi tdp trung heu heong WAN vé diém qudn 1y tdp trung ciia
dia phuong

MG hinh tap trung luu lugng WAN vé diém quan 1y tip trung cta dia phuong
12 m6 hinh st dung trong trudng hop cac dia phuwong khoéng c6 nhu cau trién khai
Internet tap trung cho cac don vi tryc thudc.

Céc yéu cdu co ban:

- Trén ha ting mang TSLCD cép II (trong trudng hop dia phuong va cac don
vi truc thude c6 két ndi mang TSLCD cép II) hodc ha ting mang WAN cua dia
phuong (trong truong hop dia phuong tu trién khai ha ting mang WAN riéng):
tao két ndi diém — da diém tir cac don vi truc thudc vé diém tap trung mang WAN

cua dia phuong.
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- Tai diém tap trung mang WAN cuia dia phuong thyc hién chuyén tiép luu
lugng tur cac don vi truc thudc dén cac ung dung tai TTDL cua dia phuong.
- Déi véi luu lugng Internet: thuc hién & nhanh truc tiép tai céng két ndi cua

cac don vi truc thudc.
2.3.3 M6 hinh 08: tdp trung luu lwong vé diém quan Iy tdp trung ciia DNVT

MANG TRUYEN S8 LEU CHUYEN DUNG CAP | - CUC BU'U BIEN TRUNG U'GNG

Tinh dy HEND o,
MANG BACKBONE LIEN TINH

ROUTER BIEN

ROUTER BIEN

CAP QUANG
TRUNG KE (1+1)

BIEM TAP TRUNG MANG
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NS —— —
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~ ~ \\

l. N ~ ~
~ ~ ~
~ N p
\ TER BIEN \
\
M |
ROUTER BIEN

|

ROUTER BIEN

|
— —— { | !
I~z [= =) |
THIETBI THIET By - THET B Y THIET B]_
BINHTUYEN | oINHTUYEN Y BINH TUYEN_L BINHTUYEN |
= s s —
= LY L L
j‘ _G E _ﬁ G _G BON V] TRUC THUSC D DON VI TRYC THUBC E
EER BEER s HEBR Ess QBB
DON VI TRU'C THUGC € Ghiché:
-#— —P Luuluong WAN

DON VI TRUC THUOC A DON VI TRUC THUOC B

Hinh 12. Tdp trung leu heong vé diém quan 1y tdp trung ciia DNVT
Mo hinh tap trung luu luong WAN vé diém quan 1y tap trung cia DNVT la
mo hinh st dung trong trudng hop céc dia phuong khong co du trang thiét bi dé
thiét 1ap diém tap trung mang WAN cua dia phuong.

Cac yéu ciu co ban:
- Trén ha ting mang TSLCD cap II: tao két ndi diém — da diém tir cac don

vi truc thudc vé diém tap trung mang WAN cua dia phuong tai DNVT.
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- Tai diém tap trung mang WAN cuia dia phuong tai DNVT thyc hién chuyén
tiép luu lugng tir cac don vi truc thude dén cac ung dung tai TTDL cua dia
phuong.

- Dbi véi luu lugng Internet: thuc hién € nhanh truc tiép tai céng két ndi cta
cac don vi truc thuoc.

2.4. Mé hinh 09: két néi mang LAN ciia don vi truc thu¢c BNPP vio mang
TSLCD:

MANG TRUYEN SO LIEU CHUYEN DUNG CAP | - CUC BUU BIEN TRUNG UO'NG
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Ghi chii
~— — P Luulugng WAN

~4— — P Lurulugng internet

Hinh 13. Két noi mang LAN cua don vi truc thuoc BNDP vao mang TSLCD:
Mo hinh két ni mang LAN vao mang TSLCD la mé hinh sir dung trong
truong hop cac don vi khong c6 HTTT (thuong 1a cac diém quan/huyén,
xa/phuong).

Céc yéu cau co ban:



- Ta1 céng két ndi cta don vi: thuc hién tach riéng phan h¢ két ndi Internet
(IP Public do VNNIC quy hoach) va phan hé két ndi mang TSLCD (IP private do
Cuc BDPTW quy hoach). Cong két ndi tai don vi can dap Gmg cac yéu cau tai Phy
luc 1 Thong tu 12/2019/TT-BTTTT.

- Tai phan hé LAN: 1 mdy tinh sir dung dong thoi 2 két ndi Internet va
TSLCD (IP do don vi str dung quy hoach).

- Trén ha tang mang ctia DNVT cung cép két ndi Internet cho don vi: can
trién khai diém tap trung Internet cho cac CQNN dé quan 1y tap trung luu luong
Internet ciia cac CQNN tai dia phuong.

2.5. M6 hinh hé thong DNS
2.5.1. M6 hinh 10: Hé thong DNS quin ly tén mién <abc>.gov.vn ciia BNDP
a) Phan cap tén mién va may chi quan 1y tén mién:

- Cac BNDP déu c6 tén mién <abc>. gov.vn dé trién khai cac dich vu: email,

céng thong tin, dich vu cong truc tuyén, 1 ctra dién tu, ...

- Cac BNDP can c6 hé théng may cha tén mién DNS dé quan 1y cic tén mién

‘ - «“r ICANN

Root Server

cua minh theo hinh v& dudi day:

VNNIC

T

.vn, .gov.vn, ...
DNS Server
(DNS Quoc gia .VN)

<abc>.gov.vn B0, Nganh, bBia Phuong

<abc>.gov.vn
DNS Server

. Zone tén mién

Chuyén giao
——  May chu DNS quan ly

Hinh 14. Hé théng DNS quan Iy tén mién <abc>.gov.vn clia BNPP
b) M6 hinh khuyén nghi:
Khuyén nghi mé hinh téng thé vé DNS quan Iy tén mién <abc.gov.vn>

theo hinh vé nhu sau:
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.vn, .gov.vn, ... \\/:;
DNS Server "% . R
(DNS Quéc gia .VN) \\\ TRUNG TAM DU LIEU BNDP
\

ISP/DNS Hosting/Nha dang ky tén
mién .vn

<abc>.gov.vn
DNS Primary

oel3 ugAny)

1
| >
|
|
L/
v

g

<abc>.gov.vn
DNS Secondary

Hinh 15. M6 hinh téng thé DNS quan 1y tén mién <abc.gov.vin>

BNDP s& c6 t6i thiéu 02 may cha DNS dé quan 1y tén mién, may chu chinh
(Master) dit tai TTDL, may chu phu (secondary) dat thué tai ISP/Pon vi cung cap

dich vu DNS Hosting. Hoat dong truy cap tén mién www.<abc>.gov.vn nhu sau:

Root Server

.vn, .gov.vn, ...
DNS Server
Web server 2 3 (DNS Quoc gia .VN)
www.<abc>.gov.vn

QL

Internet User Local DNS Server
(DNS Caching)

<abc>.gov.vn
DNS Server
(Authoritative DNS)

Hinh 16. Hoat ddng truy cdp tén mién www.<abc.gov.vn>
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Chuong trinh trén may nguoi sir dung (may client) gtri yéu cau tim kiém dia
chi IP ng v6i tén mién <abc>.gov.vn téi may chu quan 1y tén mién cuc bo Local
DNS Server (DNS Caching) thuéc mang ctiia n6. May chi DNS Caching s¢€ thuc
hién qua trinh truy van dé quy tim kiém thong tin dia chi IP cta tén mién va tra

10i cho client dé truy cap website www.<abc>.gov.vn.

¢) Khai béo, quan 1y tén mién nguoc:

BNDP duoc cép phat dia chi IP tor VNNIC, khi dua vao st dung can khai
bao tén mién ngugc trén may chu DNS ctia minh, chi tiét tham khao hudng dan
tai dia chi sau: https://www.vnnic.vn/diachiip/hotro/thamkhao/.

d) Céc yéu cau cu thé:

- May cha DNS: tdi thiéu 02 méay chit DNS véi dia chi IP khac nhau quan Iy
tén mién dit & 02 mang doc 1ap khac nhau: tai TTDL cua BNDP va tai cac don vi
cung cap dich vu nhu ISP, DNS Hosting hoic nha ding ky tén mién .vn.

- 01 may chu DNS Primary (Master) quan ly dir liéu chinh, toan b khai bao
cac ban ghi dich vu nhu <www, mail, edoc>.gov.vn dugc thuc hién trén may chu
nay.

- 01- 02 may chit DNS Secondary (Slave): duoc dong bo voi may chu master
theo co ché zone transfer, sitr dung TSIG dé dam bao an toan (XFR + TSIG). Co
ché TSIG (transaction signature) 1a qua trinh st dung chung ma bao mat chia sé
giita may cha DNS Primary va DNS Secondary dé dam béao giao tiép giita cac
may chu DNS dugc xac thuc.

Lo <abc>.gov.vn <abc>.gov.vn
Co s6 dir ligu DNS Primary DNS Secondary

sync———- XFR + TSIG XFR + TSIG
8
S S
K
2

<abc>.gov.vn

Ry
K DNS Secondary

Hinh 17. Péng bé CSDL mdy chii DNS Primary va Secondary
- Ghi nhat ky hoat dong, phan mém giam sat DNS, phan tich log DNS.
- Trién khai DNSSEC, déng vai trd ky DNSSEC cho tén mién dé dam bao

an toan tén mién. Cac cong vi¢c thuc hién s€ 1a tao ra cdc khoa DNSSEC va ky

lén zone tén mién <abc>.gov.vn. Guri cdp nhat diang ky ban ghi chuyén giao
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(Deligation Signer - DS) 1én hé théng DNS quéc gia do VNNIC quén ly thong

qua cac nha dang ky t€n mién .vn.

DNSSEC: ky DNSSEC cho
tén mién <abc>.gov.vn

,

Client <abc>.gov.vn <abc>.gov.vn
DNS Cachmg Authoritative DNS
recursive query

@ - ‘ g
validated response authentic response

ﬁ Non-validated # Non-authentic

Attacker Attacker

Hinh 18. Trién khai DNSSec

Tham khao huéng dan: https://vnnic.vn/sites/default/files/tailieu/ VNNIC-
TaiLieuHuongDanTrienKhaiDNSSEC-DHP-Final.pdf
- Trién khai may chit DNS chay song song IPv4, IPv6 (dual-stack).

- Khai bao cac ban ghi AAAA cho cic tén mién nhu <www, malil,

edoc>.gov.vn dé hoat dong duogc trén mang Internet IPvo6.

- Thiét 1ap chinh sach tudng ltra (firewall): UDP-53, TCP-53 (truy van DNS);
cho phép truy van EDNSO (truy van DNS hd trg IPv6, DNSSEC).

- Cac phan mém tham khao: BIND 9.x, NSD.

2.5.2. M6 hinh 11: Hé thong may chii tén mién dém (DNS Caching)
a) Su can thiét:

Phuc vu truy cép cac dich vu Internet st dung tén mién, truy van tén mién
VN va tén mién quéc té ctia cac thiét bi (may tinh dé ban, may tinh xach tay, thiét
bi di dong...) trong mang cua cac don vi (BNDP).

Quan 1y thiét 1ap chinh sach truy cdp tén mién tap trung, hé théng DNS
Caching c6 thé két hop véi cac hé thong ATTT khac dé bao vé chéng ma doc,
botnet....

b) M6 hinh khuyén nghi:
Khuyén nghi mé hinh téng thé vé DNS Caching cho BNDP nhu sau:
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Hinh 19. Mé hinh téng thé DNS Caching cho BNDP

- Céc thiét bi (mdy tinh dé ban, mdy tinh xéach tay, thiét bi di dong, ...) trong
mang cua cac don vi (BNDP) trudce khi két ndi sur dung dich vu (nd1 bd hodc trén
Internet) thi viéc dau tién 1 phai két ndi, truy van tén mién dé tim kiém thong tin
dia chi IP cta dich vu can két ni dén.

- Hé théng DNS Caching s& di tim kiém va tra 10i c4c thong tin vé tén mién
cho cac thiét bi trong mang cta cac don vi dang yéu cau nhu hinh v& trén.
¢) Cac yéu cau cy thé:

- May chit DNS: tdi thiéu 02 may chit DN'S Caching véi dja chi IP khac nhau
dat tai trung tdm TTDL ctia BNDP. 02 may chu hoat dong Active-Active, ddm
bao kha nang dy phong néng, khi 01 may chu bi 16i hodc hong hoc van con 01
may chu con lai hoat dong, ddm bao khong bi gian doan.

- H¢ théng 6 thé dugce thiét lap theo co ché dé quy (recursive), tuc la s€ di
tim kiém cau tra 101 tir cac may chu DNS khac dé tra 10i cho may tram (client).
Hoic hé théng c6 thé duoc thiét 1ap theo co ché caching forwarder (chuyén tiép)
dé chuyén tiép toan bd két ndi, truy van tén mién dén hé théng DNS Caching khac.

- Hé thdng chi phuc vu cac truy van tén mién tir cac thiét bi (may tinh dé ban,
may tinh xach tay, thiét bi di dong, ...) trong mang cta cac don vi, khong tiép
nhén phyc vu cac truy van tén mién tir bén ngoai.

- Toan b cac thiét bi (may tinh dé ban, may tinh xach tay, thiét bi dong, ...)
trong mang cta don vi phai dugc ciu hinh dé str dung hé thng DNS Caching nay.
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- Ghi nhat ky hoat dong, phan mém giam sat DNS, phan tich log DNS.

- Trién khai DNSSEC, dong vai tro xac thuc (validation) dé dam bao an toan
tén mién: DNS Caching hd tro DNSSEC c6 vai tro rat quan trong, giup bao vé
nguoi str dung, chéng lai viéc gia mao cac phan héi truy van tén mién thong quan

viéc xéac thuc chir ky s trén cac ban ghi DNS c6 trong cdu tra 1oi truy van tén

mieén.
DNSSEC: bat chirc nang xac
thuc DNSSEC (validation)
Client <abc>.gov.vn <abc>.gov.vn
DNS Caching Authoritative DNS

query _ g recursive query _ g
"~ validated response = authentic response
ﬁ Non-validated Non-authentic

Attacker Attacker

Hinh 20. Trién khai DNSSec

Tham khao huéng dan: https://vnnic.vn/sites/default/files/tailieu/VNNIC-
TaiLieuHuongDanTrienKhaiDNSSEC-ISP-Final.pdf

- Trién khai may chu DNS chay song song IPv4, IPv6 (dual-stack), hd trg
két ndi, truy van tir cac may tram trén mang Internet IPv6.

- Thiét 14p chinh sach tudng ltra (firewall): UDP-53, TCP-53 (truy van DNS);
cho phép truy van EDNSO (truy van DNS hd tro IPv6, DNSSEC).

- Cac phan mém tham khao: BIND 9.x, Unbound.

I11. M6 hinh muc tiéu
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Hinh 21. M6 hinh muc tiéu

M hinh muc tiéu 1a m6 hinh chun, dap ung cac yéu cau vé ATTT, duoc st
dung trong trudong hop cac BNDP ¢ day du cac diu kién, trang thiét bi dé trién
khai.

Céc yéu cau co ban:

- Trén ha ting mang TSLCD cap II (trong truong hop BNDP va cac don vi
truc thudce co két ndi mang TSLCD cép IT) hodc ha tﬁng mang WAN cua BNDP
(trong truong hop BNDP tu trién khai ha ting mang WAN riéng): tao két ndi diém
— da diém tir cic don vi truc thudce vé diém tap trung mang WAN cua BNDP.

- Tai diém tap trung mang WAN ciia BNDP thuc hién:

+ Chuyén tiép luu luong tir cac don vi truc thudc dén cac ung dung tai HTTT
chuyén dung cia BNDP dat tai TTDL cia DNVT.

+ Chuyén tiép luu luong két ndi Internet cua cac don vi truc thudc qua kénh

két ndi Internet tai diém tap trung.
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