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BQ THONG TIN VA TRUYEN THONG A VIET NAM
' phic
S6: MLL/BTTTT - CATTT Ha Noi, ngayféthang 4-ndm 2021

V/v 04 18 hdng bao mat méi anh hudng
nghiém trong téi may chu thu dién tur
Microsoft Exchange Server va huéng dan
xu ly

Kinh gui:
- Céac bg, co quan ngang b, co quan thudc Chinh pht;
- Van phong Trung wong Pang, Van phong Chu tich nudc,
Vin phong Quéc hdi, Toa 4n nhan dan tdi cao, Vién Kiém sat
nhan dan tdi cao, Kiém toan Nha nudc;
- Co quan Trung uong cia cac doan thé;
- UBND céc tinh, thanh phé truc thude Trung uong;

- Céc tap doan kinh té, tong cong ty Nha nudc.

Thu dién tr (email) 1 cong cu trao ddi thong tin, cong viéc dugc hau hét
cac co quan t6 chirc st dung. Tai Viét Nam, Microsoft Exchange Server 1a mot
trong nhitng phan mém duoc st dung phd bién nhét dé quan Iy hé théng thu dién
tir. Déc biét khi tinh hinh dai dich COVID-19 dang dién ra phuc tap, thi viéc trao
d6i cong viéc truc tuyén théng qua email ngdy cang duoc sir dung nhiéu hon. Do
vdy, céng cu nay hién nay 1a myc tiéu hang dau ma déi tugng tan cong nham dén
dé danh cap thong tin nhay cam. Trong truong hop khai thac thanh cong cac hé
théng email, dbi tuong tan céng khong chi kiém soat dugc toan bo hé thong thu
dién tir ma tir d6 c6 thé sir dung lam ban dap dé tin cong cac hé thng thong tin
quan trong khac clia co quan, td chirc.

Theo déanh gia so b cua Trung tdm Gidm s4t an toan khong gian mang
qudc gia (NCSC), Cuc An toan thong tin, Bo Thong tin va Truyén thong, rat nhidu
hé théng thu dién tr ctia Viét Nam (nhu mdy chu thu dién tir ctia co quan td churc
nha nuéc, t6 chirc ngan hang, tai chinh, cc doanh nghiép va céc t chirc 16n khac)
dang st dung Microsoft Exchange Server. Tai Viét Nam c6 khoang hon 500 hé thong

dang sir dung Microsoft Exchange Server (trong d6 ¢6 nhiéu hé théng thudc Co quan




Nha nuéc). Cac hé théng nay 1a muc tiéu chinh cta cac nhém déi tugng tan cong
mang c6 chu dich (APT), do d6 nguy co bi tAn cong 14 rét cao khi xuét hién 13 héng
bao mat mdi trong Microsoft Exchange Server.

Thang 03/2021, Trung tdm Giam sat an toan khong gian mang qudc gia da
thuc hién canh bdo rdng rai tdi cac co quan, td chic, doanh nghiép vé céc 15 héng
bao mat (CVE-2021-26855, CVE-2021-26857, CVE-2021-26858, CVE-2021-
27065) anh hudéng dén Microsoft Exchange Server. Nhiéu co quan, t6 chirc d phan
hoi thong tin thuc hién khéc phuc, xtr Iy cac 16 héng trén theo hudng dan cua NCSC.

Pau thang 04/2021, Trung tdm NCSC tiép tuc ghi nhan thong tin vé 04 15
héng méi (CVE-2021-28480, CVE-2021-28481, CVE-202 1-28482, CVE-2021-
28483) anh hudng nghiém trong dén Microsoft Exchange Server, cho phép déi tuong
tAn cong chén va thuc thi 1énh doc hai, cai cim ma doc va chiém diéu khién hé théng.
Trong do6:

- 02 16 hong CVE-2021-28480 va CVE-2021-28481: ¢6 thé sit dung dé tin
cong vao hé théng ma khong can c6 tai khoan dang nhap hop 1&. Cac 16 hong nay
tuong tu nhu CVE-2021-26855 (ProxyLogon) da duogc canh bao truée do.

- 02 16 hong CVE-2021-28482 va CVE-2021-28483: dé khai thac dbi tuong
tan cong can xéc thuc vao hé thong Exchange Server.

Céc 16 hong bao mat nay c6 thé da, dang va s& duoc cac nhém tin cong APT
sir dung dé khai thac trong thoi gian ngan sap t6i. Nhdm dam bao an toan thong tin
cho h¢ thong théng tin cla Quy co quan, gép phan bao dam an toan cho khong
gian mang Viét Nam, B Théong tin va Truyén thong yéu cau Quy co quan chi dao

thuc hién:

1. Kiém tra, xac minh hé théng théng tin c¢6 kha nang bi anh huéng bai 13
hong trén dé c6 phuong 4n xtt ly, khic phuc 16 hdng, tham khao huéng dan tai
phu luc kém theo; dé)ng thoi nén thyc hién ra soat va xir 1y cac van dé an toan

thong tin cho hé théng thu dién tur.

2. Tang cudng giam sat va san sang phuong an xur 1y khi phat hién c6

dau hiéu bi khai théc, tin cong mang; dic biét tién hanh ra soat lai toan bo hé




thong may chu thu dién tir va cac hé théng thong tin lién quan khac dé c6 bién
phap xtt 1y kip thoi trong trudng hop bi tin cong.

3. Gtii thong tin két qua hoan thanh viéc khic phuc 16 hong bao méat noi
trén vé dau méi hd tro ctia Bo Théng tin va Truyén thong: Cuc An toan thong tin,

dién thoai: 02432091616, thu dién tu: ais@mic.gov.vn. e

Tran trong./.
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- Thir truéng Nguyén Huy Diing;

- Luu: VT, Cuc ATTT.
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Phu luc

Théng tin vé cac 16 hdng bio mat trong Microsoft Exchange Server
(Kém theo Céong vin s61922 /BTTTT-CATTT ngay 16../..4../2021)

1. Théng tin cac 16 hong bao mat

TT

CVE

M0 ta

Link tham khio hwéng dén

CVE-2021-28480

biém  CVSS:
(nghiém trong) ,
Cho phép doi tugng tan

9.8

cong khong can tai
khoan xac thuc dé thuc

thi ma tur xa.

https://msrc.microsoft.com/u
pdate-guide/en-
US/vulnerability/CVE-2021-
28480

CVE-2021-28481

biém  CVSS:
(nghiém trong) ,
Cho phép doi tuong tan

9.8

cong khong can tai
khoan xac thuc dé thuc

thi ma tu xa.

https://msrc.microsoft.com/u
pdate-guide/en-
US/vulnerability/CVE-2021-
28481

CVE-2021-28482

biém CVSS: 8.8 (cao)
Cho phép doi tuong tan

cong thuc thi ma tir xa.

https://msrc.microsoft.com/u
pdate-guide/en-
US/vulnerability/CVE-2021-
28482

CVE-2021-28483

biém CVSS: 9.0 (cao)
Cho phép doi tuong tan

cong thuc thi ma tir xa.

https://msrc.microsoft.com/u
pdate-guide/en-
US/vulnerability/CVE-2021-
28483

2. Huéng din khic phuc

Do6i voi cde t6 chic khong 4p dung duoc cac ban va cho cac 15 hong

Exchange Server truéc d6 thi can update céc ban va ndy. (chung c6 thé khic phuc

dugc ca 08 16 hong ma Microsoft da vé ké tir ngay 03 thang 03 vira qua).

04 16 hong nay khac véi céc 10 hong trude. Do do, viée chay céac cong cu va tap

l1énh bao mat vao thang 03 nim 2021 theo Microsoft s& khéng giam thiéu hay khic




phuc dugc cac 16 hdng bao mat nay.

Tai thoi diém nay khong c6 cac bién phap khic phuc giam thiéu thay thé
cho céc 16 hong bao mat ndi trén. Vi vy c4c don vi can cdp nhat may chu cua
minh cang sém cang t6t. Trong truong hop cé cac bién phép thay thé khic phuc
khéc tir Microsoft, Trung tdm Gidm sit an toan khong gian mang qubc gia
(NCSC), Cuc An toan thong tin, Bo Thong tin va Truyén théng s& cap nhap trong
thoi gian tdi.

2.1. Thong tin cic phién bin dnh huéng va bin va twong ng:

TT Phién ban anh huong Ban cap nhat

https://www.microsoft.com/en-

Ixchang r 2013 CU
! Hrchange Server K3 CII 73 us/download/details.aspx?id=103000

https://www.microsoft.com/en-

5| Eamang Saver D15 CLTED us/download/details.aspx?id=103002

https://www.microsoft.com/en-

“xchange Server 2016 CU 16
+ | Bachange Server 2616 CU1 19 us/download/details.aspx?id=103001

https://www.microsoft.com/en-

2 . rer 2019 CU ¢
4 Bxcliange Server 2019 CU'9 us/download/details.aspx?id=103004

https://www.microsoft.com/en-

5 e P — q
> Bachange Server 2019 CUI 8 us/download/details.aspx?id=103003

Ghi chii: Trong mot s6 truong hop cai dat tha céng ban cap nhat bao mat nay
béng cach nhén dup vio tép cap nhat (.msp) dé chay & ché do binh thuong, mét
sb tép tin khong dugc cip nhat chinh xéc. Luc nay, cac quan tri vién sé& khong
nhédn dugc thong bao 16i hodc bat ky dau hiéu nao cho théy ban cép nhat bao mat
khong dugc cai dat dang cach. Tuy nhién, Outlook Web Access (OWA)
va Exchange Control Panel (ECP) c6 thé s& nglmg hoat dong.

2.2. Cac buée cip nhat (nén tit phin mém anti-virus truée khi thwe hién cap
nhat)

Mé cira s6 nang cao Command Prompt (khong phai PowerShell) véi quyén
admin:

Budc 1: Chon Start/cmd




Budce 2: Chudt phai vao Command Prompt va chon Run as administrator.

Budce 3: Hop thoai User Account Control xuat hién, chon Yes/Next.

Buéc 4: Nhap duong dan diy di da tai vé dén thu muc chira “MSP file” va nhin
Enter (chti y khong bam dtp vao “MSP file’ dé chay)

Khi qua trinh cai dit hoan tat, hay bat lai phén mém anti-virus va khoi dong lai

may.
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