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TINH PHU YEN Péc lap - Tw do - Hanh phc
S6:  /QP-UBND Phii Yén,ngay  thang ndm 2021
DU THAO
QUYET PINH

V& viéc Ban hanh quy dinh mé hinh két ndi mang caa co quan
Nha nwéc trén dia ban tinh Pha Yén

CHU TICH UY BAN NHAN DAN TINH

Can cir Quyét dinh 28/2018/0D-TTg cua Thi twéng Chinh phu vé viéc
gir, nhdn van ban dién tir giita cdc co quan trong hé thong hanh chinh nha
nuoc;

Can cir Nghi quyét sé6 17/NQ-CP ngay 07/03/2019 ciia Chinh pha vé mét
s6 nhiém vu, gidi phap trong tam phat trién Chinh phu dién tir giai doan 2019-
2020, dinh hwéng dén 2025;

Can cir Nghi dinh s6 85/2016/NP-CP ngay 01/07/2016 cua Chinh phi vé
dam bdo an toan thong tin theo cap do;

Cén cir Théng tw s6 03/2017/TT-BTTTT ngay 24/04/2017 cia Bé trwong
B Thong tin va Truyén thdng vé quy dinh chi tiér va hwéng dan mét sé diéu cua
Nghi dinh so 85/2016/NP-CP ngay 01/7/2016 cua chinh phu vé bao dam an
toan hé thong thong tin theo cdp d;

Can cit Van ban hop nhat s6 01/VBHN-BTTTT ngay 16/3/2020 ciia Bj
Théng tin va Truyén théng vé Quy dinh vé quan ly, van hanh, két noi, sir dung va
bdo dam an toan théng tin trén mang truyén so liu chuyén dung cua cdac co
quan Ddng, Nha nwéc “Hop nhat Théng tw s6 27/2017/TT-BTTTT ngay
20/10/2017 cua Bo Thong tin va Truyén théng Quy dinh vé quan ly, van hanh,
két néi, sir dung va bdo dam an toan théng tin trén mang truyén sé liéu chuyén
dung cia cdc co quan Dang, Nha nuwdc va Thong tw so6 12/2019/TT-BTTTT ngay
05/11/2019 ciia B Théng tin va Truyén thong sita doi, bo sung mét sé diéu cua
Théng tw s6 27/2017/TT-BTTTT ngay 05/10/2017 cia Bé trwong B6 Thong tin
va Truyén théng quy dinh vé qudn Iy, van hanh, két néi, sir dung va bdo dam an
toan théng tin trén maeng truyen sé liéu chuyén dung cia cdc co quan Bdng,
Nha nuoc”;

Can cir Quyét dinh sé 24/2020/0P-UBND ngay 26/8/2020 cia UBND
tinh vé Ban hanh Quy ché quan ly, vdn hanh, két noi va siz dung Mang truyén sé
ligu chuyén dung cdp II trén dia ban tinh Pha Yén;
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Can cit Ké hogch hanh dgng s6 141/KH-UBND ngay 16/7/2019 cua
UBND tinh vé vi¢c thuc hien Nghi quyet so 17/NQ-CP ngay 07/3/2019 cua
Chinh phu ve mgt so nhigm vy, giai phap trong tam phat trien Chinh phu di¢n tu
giai dogn 2019-2020, dinh huong den 2025;

Can cir Ké hoach 166/KH-UBND ngay 14/9/2020 ciia UBND tinh vé viéc

Trién khai Internet protocol version 6 (IPv6) trong cdc co quan Nha nwée tinh
Phu Yén giai doan 2020 — 2022,

Can cir Céng van s6 273/BTTTT-CBPTU ngay 31/01/2020 ciia Bé Thong
tin va Truyén thdng vé viéc hudng dan md hinh tham chiéu vé két néi mang cho
B, Nganh, Pia phuong; Céng vin so 1694/BTTTT-CATTT ngay 31/05/2019
cua Bg Thong tin va Truyén théng vé viéc huwéng dan yéu cdu an toan théng tin
co ban déi véi hé theng thdng tin két noi vao mang TSLCD;

Xét dé nghi ciia Gidam doc So Thong tin va Truyeén théng tai To trinh sé
[TTr-STTTT ngay  thiang nam 2021.

QUYET PINH:

Piéu 1: Ban hanh quy dinh md hinh két ndi mang cua co quan Nha nudc
trén dia ban tinh Phi Yén.

Piéu 2: Giao S¢ Thang tin va Truyen théng chu tri, to chuc trien khai,
hudng dan, thyc hién Quyet dinh nay. binh ky bao cao UBND tinh, B Thong
tin va Truyén thong theo quy dinh.

Piéu 3: Quyét dinh nay co hiéu luc ké tir ngay ky ban hanh.

Chéanh Vian phong UBND tinh; Giam déc S¢ Thong tin va Truyén thong;
Thu truong cac So, Ban, Nganh, Chu tich UBND céc huyén, thanh phd, Chu tich
UBND x4, phuong, tri tran va Thu trudng cac co quan, to chirc va don vi ¢o lién
quan chiu trach nhiém thi hanh Quyét dinh nay./.

Noi nhgn: CHU TICH
- Nhu dieu 3;

- Bo Thong tin va Truyén théng (b/c);
-TT Tinhuy, TT HDND tinh (b/c);

- Céac s0, ban, nganh lién quan;

- Mt tran, cac Hoi doan thé;

- UBND céc huyén, TX, TP;

- Cac co quan bao dai;

- CT, cac PCT UBND tinh;

- Chanh, cac PCVP UBND tinh;

- Céc phong, TT;

- Luu: VT, KGVX.



QUY PINH MO HINH KET NOI MANG CUA CO QUAN NHA NUGC
TREN PIA BAN TINH PHU YEN
(Ban hanh kém theo Quyér dinhsé ~ /QOD-UBND ngdy thang ndm 2021
cua Chu tich UBND tinh Pha Yén)

I. GIOI THIEU VA GIAI THICH TU NGU
1. Gi6i thiéu mang TSLCD:

- Mang Truyén sé liéu chuyén ding (sau day viét tat 1A mang TSLCD) la
ha ting dugc xay dung dé truyén tai thong tin chuyén ding thong sudt tir Trung
wong dén dia phuong phuc vy bai toan ung dung CNTT phuc vu Chinh phu dién
tar, Chinh quyén sé6 Mang TSLCD bao gom mang TSLCD céap | va mang
TSLCD cép II.

- Mang TSLCD cép I: két ndi céc Bo, co quan ngang B9, co quan thudc
chinh pha, Tinh uy, UBND tinh va HDND tinh. Mang TSLCD cép | 1a ha tang
truyen tai két ndi cia NGSP (nén tang chia sé, lién thong, tich hop & cap TW) do
Cuc Buu dién Trung wong — Bo Thong tin va Truyén thdng truc tiép quan Iy,
van hanh.

- Mang TSLCD Cép II: két ndi cac co quan Pang, Nha nudc trong tinh
Phl Yén tur cap tinh dén cap x& (trix Tinh uy, HDND tinh va UBND tinh). Mang
TSLCD Cap I 12 ha ting truyén tai co ban cua tinh Phi Yén dong vai tro truyén
tai kgt n9| lién théng caa LGSP (nén tang chia s¢, lién thong tich hop cua tinh)
va ket noi lién thdng guri nhan van ban dién tir 4 cap.

- Mang TSLCD cap Il két ndi véi mang TSLCD cap | qua ket ndi trung ké
do doanh nghiép Vien thdng bao dam theo yéu cau quy dinh cua phap luat.

2. Giai thich tw ngir

- HTTT: Hé thong thdng tin.

- CQDPT: Chinh quyén dién tir.

- CSDL: Co so dir liéu.

- UBND: Uy ban nhan dan.

- TTDL: Trung tam dir liéu.

- DNVT: Doanh nghiép Vién thong.

- Mang LAN (Local Area Network): Mang cuc bo.

- Mang WAN (Wire Area Network): Mang dién rong.

- VPN: (Vitual Private Netwok.): Mang riéng ao.

- VLAN: (Vitual Local Area Network): Mang cuc bd ao.
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I1. PHAM VI TRIEN KHAI, POI TUQNG AP DUNG

1. Céc co quan Nha nude trén dia ban tinh Phu Yén co diém két ndi vao
ha tang cua mang TSLCD cap II.

2. Céc doanh nghiép vién thong c6 ha tang truyén dan du diu kién tham
gia cung cap, quan ly, van hanh, ket noi va dam bao an toan thong tin cua mang
TSLCD cap Il tinh Phu Yén.

111. NGUYEN TAC AP DUNG

1. Mang TSLCD cép II duoc sir dung 1am ha tang truyén dan cin ban
trong két néi cac HTTT CQDT cua tinh va lién théng, chia sé dit liéu cua tinh
(bao gém cac HTTT duoc trién khai ¢d pham vi tir trung wong dén dia phuong
va HTTT noi bo phuc vu bai toan quan 1y, diéu hanh va phat trién chinh quyén
dién tir cua tinh Phi Yén, nén tang lién thong, tich hop LGSP, cac CSDL két noi
dé khai thac hoac két noi dé chia s¢, tich hop).

2. Viéc két ndi tr nguoi dan, doanh nghiép vao cac HTTT cua Chinh ph,
cua tinh Pha Yén duoc trién khai qua ha tang mang Internet.

3. H¢ thong may chi (ing dung tai phan hé két noi mang TSLCD cép I
duoc phan tach vé mat vat ly véi phan hé két noi mang cong cong.

4. Mbi co quan, don vi chi c6 01 két ndi vat ly duy nhat dong vai tro
truyén tai luu luong chuyén dung va luu luong Internet phuc vu nhu cau truy
cap ung dung chuyén dung va ung dung cong cong ma Chinh phu va UBND
tinh cung cap trén moi truong mang.

5. Tai nguyén dia chi cua mang TSLCD cép II dugc quan ly, quy hoach
bai Cuc Buu dién trung wong — Bo Thong tin va Truyén thdng cap cho co quan,
don vi trén dia ban tinh theo dtng quy dinh cua phap luat.

IV. MO HINH KET NOI THAM CHIEU
1. P6i voi TTDL dat tai DNVT
a) Truwong hep 01:

Ap dung ddi vai cic HTTT va CSDL chuyén dung phuc vu tinh Pha Yén
duogc dat tai TTDL cua DNVT (thué dich vu CNTT) khi nang luc ha ting két ndi
vao mang TSLCD cép | caa DNVT chua dap ung theo yéu cau cia Bo Thong
tin va Truyén thdng tai Thong tu sb 12/2019/TT-BTTTT ngay 05/11/2019
BTTTT vé sura doi, bo sung mot s6 diéu cua Thong tu s6 27/2017/TT-BTTTT
ngay 20/10/2017 cua B¢ truong Bo Thong tin va Truyén thong quy dinh vé quan
ly, van hanh, két ndi, st dung va bao dam an toan théng tin trén mang truyén 30
liu chuyén dung cua céc co quan Pang, Nha nudc (sau day goi 1a Thong tu sd
12/2019/TT-BTTTT).

DNVT phai thiét 1ap va cung cap két ndi VPN tir TTDL ciia DNVT dén
cac tru s¢ cua UBND tinh, cac S¢ Ban nganh, UBND cac huyén, thanh pho va
UBND cac xa, phuong, thi tran trén dia ban toan tinh bang moét trong hai hinh
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thuc IPsec VPN qua mdi trwong Internet hoiac L2/L3 VPN qua ha 'gﬁng
mang caa doanh nghiép vién thong la yéu cau bat bugc dé dam bao ket noi an
toan doi voi cac HTTT va CSDL chuyén dung cua tinh Phu Yén.

b) Truwong hep 02:

Ap dung khi DNVT c6 ha tang da dap Gng yéu cau duoc Quy dinh tai
Thong tw 12/2019/TT-BTTTT. Khi do viéc truy cap cac ung dung chuyén dung
ma DNVT cung cap phuc,vu cho tinh Phi Yén duoc thuc hién qua ha tang mang
TSLCD (mang TSLCD cap | va Mang TSLCD cap Il)

Luu lugng chuyén dung ter TTDL cua DNVT s& dugc dinh tuyén di qua
mang TSLCD cap | vé Mang TSLCD cap II den tru s¢ lam viéc cua UBND tinh,
Cac S¢ Ban Nganh, UBND cac huyén, thanh pho va UBND céc xa phuong, thi
tran trén diaqban ti,nh Phu )(én. Luu lugng Internet s€ dugc ré nhanh tai cac don
vi hoac tai cong két noi diém tap trung luu lugng cua tinh dat tai DNVT.

Trén co s¢ phan tich nhiing yéu cau cua ha tang mang theo quy dinh va
ung durng QNTT hién tai cua tinh Phu Yép. Uy ban Nhén dan tinh quy dinh mo
hinh két n6i mang LAN, mang TSLCD cap Il cua cac co quan Dang, Nha nudc
trén dia ban tinh Phd Yén nhu sau:

- M6 hinh két néi mang téng thé caa tinh Pha Yén (Phu luc 01)

- M& hinh két néi mang TSLCD cép Il va Mang ndi bd LAN (Phu luc 02)

- M6 hinh két ndi Internet va TSLCD cap Il caa TTDL tinh (Phu lyc 03)

- M6 hinh Mang LAN theo cdp d6 an toan thong tin danh cho co quan,
don vi cO HTTT (Phu luc 04)

2. Poi véi trwong hop tinh c6 TTDL riéng

Trudng hop nay duoc ap dung cho viéc trién khai cac HTTT va CSDL tai
TTDL tinh Pha Yén (TTDL dat tai So TT&TT):

- LUc nay TTDL cua tinh thyc hién tach phan hé chuyén dung doc lap vai
phan hé cong cong.

- Thyc hién két ndi Internet cho phan hé cang cong va cung cap dich vu
cho ngudi dan va doanh nghiép qua ha tang mang Internet.

- K&t noi va cung cap dich vu chuyén diing cua tinh phuc vu cac co quan
Pang va Nha nudce trén dia ban tinh qua ha tang mang TSLCD cap II.

- Thyc hién céc bién phap dam bao an toan thdng tin khi két néi vao ha
tang mang TSLCD cap Il theo quy dinh hién hanh.

V. TO CHUC THUC HIEN
1. Sé& Théng tin va Truyén thong

- Co quan thuong tryc tham muu huéng qurcho cac co quan, don vi trén
dia ban tinh thuc hién trién khai theo md hinh ket noi ma tinh da chon.
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- Chu tri huong dan kg thuat, theo ddi, giam sat cac co quan, don vi thuc
hién, néng cap hoan thién hé thong mang noi bo LAN theo mo hinh mau can ctr
vao yéu cau cap d6 cia HTTT ma don vi trién khai tai co quan minh.

- Phéi hop voi cac doanh nghiép vién thong va cac co quan don vi lién
quan yéu cau thuc hién cac két noi, bién phap dam bao an toan théng suot cho
ha tang két noi cua tinh.

- Quan Iy tap trung ha tang, luu luong mang TSLCD cép 11 khi ha tang
TTTHDL duoc nang cap dap tmg dugc yéu cau.

- Phéi hop véi doanh nghigp vién thong cung cap ha tang kénh két néi,
dinh tuyén, cai dat hiéu chinh theo dia chi IP Wan va IP Lan da quy hoach cho
cac co quan, don vi cua tinh Phu Yén.

2. S6é Tai chinh

Chu tri, phdi hop véi So Thong tin va Truyén thong tham muu, can d6i bd
tri kinh phi chi thuong xuyén dé duy tri hé thong ha tang mang TSLCD cap I
cua tinh Pha Yén.

3. Cac co quan Nha nwérc trén dia ban tinh

- Phoi hop v6i So Thang tin va Truyen thong thuc hién ra soét lai ha tang
mang noi lgcf) LAN cua don vi minh, trién khai nang cap cac dieu kién can thiét
dam bao két noi theo moé hinh quy dinh.

- Chu dong lam viéc véi co quan chuyén trach vé an toan thong tin dé
xuat ho so xac dinh cap do an toan théng tin cho HTTT cua don vi minh.

4. Cac Doanh nghiép Vién thong

- Ho tro cac co quan, don vi trén dia ban tinh thiét 1ap thiét bi dau cudi
cua mang TSLCD cap Il, phan tach VLAN gitra chuyén dung va céng cong.

- Tricn khai phan tach ha tang cua minh téch riéng véi ha tang mang
TSLCD cap II dam bao cac yéu cau ky thuat, an toan thong tin theo quy dinh
phap luat.

- Trién khai diém tap trung luu luong Internet cho cic co quan, don vi
trén dia ban tinh.

- Xay dung phuong an két ndi dam bao thdng suét cho ha tang mang
TSLCD cap Il ket noi trung ké voi mang TSLCD cap 1 dap ang yéu cau Ky
thuat, bao dam an toan thong tin.



PHU LUC 1 ] o
MO HINH TONG THE KET NOI MANG TINH PHU YEN

K&t ndi trung ké

IPsec VPN hodc L2/L3 VPN

MOi truraong Internet

_—— Luu lvgng Internet
—— —  Luu lugng chuyén dung

Hinh 1: Md hinh téng thé két néi mang tinh Phi Yén



PRHULUC2 ©
HUONG DAN MO HINH KET NOI
MANG TSLCD CAP 11 VA MANG NOI BQ LAN

1. Danh muc tir viét tit, giai thich tir ngir

- DNVT: Doanh nghiép vién thong.

- TSLCD cép Il: Mang truyén sé liéu chuyén dung cap 1.
- LAN: Mang noi bo.

- Cong két ndi vao mang TSLCD cap I la thiét bi mang, thict bi bao mat
hoac thiét bi khac c6 chuc nang tuong duong dé cung cap giao dién két ndi gitra
hé théng mang cia co quan, to chac voi mang TSLCD cap 1.

2. M6 hinh két néi mang TSLCD cép 11
2.1. Phan h¢ mgng TSLCD cdp |1
M@ hinh tdp trung lheu heong vé diém quan Iy tdp trung cia DNVT:

- Trén mang TSLCD cp II: Tao két noi diem — da diém tir cac co quan,
don vi vé diém tap trung cua doanh nghiép vien thong.

- Tai diém tap trung cia DNVT: Chuyén tiép luu luong tir cac don vi truc
thugc truy cap cac tng dung tai Trung tdm dir liéu tinh Pha Yén.

- Luu luong Internet: R& nhanh tai cong két ndi cua cac don vi hodc diém
tap trung Internet tai tinh (dat tai DNVT hoac tai TTDL cua tinh).
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Hinh 2: M& hinh phan hé mang TSLCD cap |1



2.2. Phan h¢ mang ngi bg LAN

- Tai cong két ndi cua don vi: Tach riéng phan hé ket ndi Internet va phan
hé két ndi mang TSLCD cap 1l. Cong két néi tai don vi can dap Gng cac yéu cau
tai muc 2.3.

- Tai phan hé LAN: 1 may tinh st dung dong thoi 2 két ndi 1a Internet va
TSLCD.

- Trén hang tang mang DNVT cung cap Internet: Trién khai diém quan ly
tap trung Internet.
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Hinh 3: M6 hinh phan hé mang LAN
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- M6 hinh mang noi bo LAN chi tiét nhu sau:
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B | Mang TSLCD !
cap I J
Ving mgng khong diy /n\\l
Viing b
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Vilng may chi ngl b

Hinh 4: M6 hinh mang LAN
2.3. CAc yéu cdu déi véi Céng két noi vao mang TSLCD cdp 11
2.3.1. Y&u cdu vé chitc nang ciia Cong két noi

- Hé thong mang cua co quan, to chirc khong duoc két ndi tryc tiép voi
mang TSLCD cap Il ma phai thong qua Cong ket noi.

- C6 thiét bi chuyén dung duoc st dung lam cong ket ndi, dé quan ly truy
cap gifta mang cua co quan, to chitc vao mang TSLCD cép I1.

- Cong két ndi cd cac chirc ning cho phép trién khai céc dich vu quy dinh
tai Dicu 5 Thong tu 27/2017/TT-BTTTT ngay 20/10/2017.

- Pap ung yéu cau duoc néu tai phu luc 1 Thong tu 12/2019/TT-BTTTT
ngay 05/11/2019.

2.3.2. Yéu cau thiét 1dp cdu hinh chinh sach bdo mdt cho Céng két néi

- Thiét lap chinh sé&ch truy cap tir bén ngoai mang: Cong két ndi phai duoc
cau hinh chi cho phép truy cap tir bén ngoai cac dich vu ma h¢ théng mang cua
co quan, t6 chic cung cap; chan tat ca truy cap téi cac dich vu, ang dung ma hé
théng khéng cung cap hodc khdng cho phép truy cap tir bén ngoai.

- Thiét lap chinh sach truy cap tir bén trong mang: Cong két noi phai dugc
thiet 1ap cau hinh chi cho phép cac dai dia chi IP nguon cua co quan, to chuc ket
noi ra bén ngoai.

- Nhat ky hé théng:
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+ Thiét 1ap chirc ning ghi, luu trit nhat ky hé théng trén Cong két néi.
+ Luu trit nhat ky hé théng cua thiét bi tdi thiéu 03 thang.
- Thiét lap chinh sach bao mat cho thiét bi hé thong:

+ Cong két ndi phai dugc cau hinh chirc ning xéac thyc nguoi ding khi
quan tri thiét bi truc tiep hoac tur xa.

+ Thiet Iap cau hinh chi cho phép sir dung cac két noi mang an toan khi
truy cap, quan tri thiéet bi tir xa.

+ Khdng cho phép quan tri, cau hinh thiét bj tryc tiép tir cAc mang bén
ngoai, truong hop bat bugc phai quan tri thiet bi tir xa phai thyc hién gian tiep
thdng qua cadc may quan tri trong hé thong va st dung két noi mang an toan.



- PHU LUC 3 ' -
MO HINH KET NOI MANG MANG TSLCD CAP Il VAKET NOI
INTERNET CUA TTTHDL TINH

1. Két néi mang TSLCD cip |l ciaa Trung tam dir liéu tinh

MANG TRUYEN S8 LIEU cHUYEN DUNG CAP | - CUC BUU BIEN TRUNG UONG
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Hinh 5: Md hinh két néi TTDL tinh vao Mang TSLCD
(theo m6 hinh s 04 ciia CV 273/BTTTT-CBPTW)

M6 hinh két ni TTDL cua tinh (dat tai S& TTTT) vao mang TSLCD la
mO hinh sir dung trong truong hop tinh ¢c6 TTDL riéng dat tai tru s& cia minh.
Két ndi tir TTDL cua tinh vao mang TSLCD str dung kénh truyén mang TSLCD
san c6 cua tinh.



CA&c y&u cdau co ban:

- S& TTTT can phan tach phan ving HTTT chuyén dung va phan ving
HTTT cbng cong.

- B6i véi phan viing HTTT chuyén dung:

+ K&t ndi vao mang TSLCD st dung IP private do Cuc BDTW quy hoach
(Trong truong hop bi trung IP thi ¢6 phuong an phoi hop xtr Iy doi véi BNDP).

+ Phan vang HTTT chuyén dung dé adng bo co s¢ dir ligu voi HTTT cua
Chinh phu, cua tinh va két noi tir can bo, cbng chic dén HTTT chuyén dung.

- B6i véi phan vang HTTT c¢éng cong:

+ Phan vung HTTT cdng cong phuc vy nguoi dan, t6 chirc, doanh nghiép
truy cap den HTTT cbng cong.

+ St dung AS/IP doc I1ap do VNNIC cap, két néi Internet theo co ché
multi-home t&i mot hoac nhiéu ISP, ket noi vao VNIX.

2. Két néi Internet ciaa Trung tam dir liéu tinh
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Hinh 6: Md hinh két ndi Internet ciza TTDL tinh
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Hinh 7: M6 hinh két néi Internet cho TTDL thiét ké phan tang
Hai md hinh trén m6 ta cu thé cach thirc két ndi Internet cuia Trung tam dix
liéu tinh Phu Yén.
Yéu cau:
H¢ thong mgng TTDL két noi Internet can diroc thiét ke theo mo hinh
phan tang, bao gom cac khoi nhuw sau:

- Tang dinh tuyén: Khoi Router Gateway két noi dinh tuyén da huéng cho
toan bd hé thong mang véi cac ISP, tram trung chuyén Internet quoc gia VNIX.

- Tang an toan an ninh: Khoi Firewall/IPS ddm bao an toan tong thé cho
hé thong mang, bao vé hé thong mang va cac phan vung quan ly phia trong
mang.

_- Tang chuyén mach: Khoi Hg thong chuyén mach (Switch) két ndi giira
cac tang, cac phan vung quan ly va cac h¢ thong thict bi may chu.

- Tang may chia: Khéi Server farm 1a cac may cha, tng dung, thiét bi luu
trir, sao luu...

Phan hé Internet can diroc quy hoach theo kién tric cia mét mang dgc
lap, két noi da huwong (multi-home), tieng buoc chuyén doi IPV6:

- Mang doc 1ap: La mang sir dung vung dia chi IP mang Public va s6 hiéu
mang ASN doc 1ap. Tai Viét Nam dija chi IP va ASN duoc quan ly cap phat boi
Trung tam Internet Viét Nam (VNNIC), Bo Théng tin va Truyén théng (Tham
khao quy trinh dang ky tai https://vnnic.vn/diachiip).

- Két ndi da huéng (multi-home): Mot hé théng mang doc 1ap s& ¢ kha
nang két ndi nhiéu hudng (peering hoic transit) véi cac mang doc lap khéc, voi
cac DNVT (ISP) khac dé két ndi vao mang Internet, khi c6 su ¢ hudng nay s&
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tu dong chay tbeo huong khac va nguoc Iaiqma khong bi gian doan dich vy,
dong thoi c6 the linh hoat trong di€u hudéng dé sir dung hiéu qua bang thong ket
noi trén cac kénh truyen theo nhu cau.

- Chuyeén doi IPv6: Quy hoach mang dam bao hoat dong song song IPv4,
IPVv6, c0 16 trinh tung budc chuyén doi tir IPv4 sang IPV6, tién tai dirng sir dung
IPv4.

Muc tiéu:

- Tai TTDL thuc hi¢n tach riéng phan hé chuyén dung va phan h¢ cong
cong, co thiet bi kiem soat gitta 02 phan hé.

- Phan h¢ chuyén diing két ndi voi ha tang mang TSLCD cap 11 dé cung
cap, phuc vu cd&c HTTT, CSDL chuyén dung cua tinh.

- Phan hg cong cong két ndi, cung cép cho ngudi dan va doanh nghiép cac
HTTT, CSDL cong cong, ket noi voi 02 ISP va tram trung chuyén VNIX cua
Quoc gia. Tung budc chuyén doi tir IPv4 sang IPv6 va dam bao ket noi an toan,
théng suot.

3. M6 hinh két ndi Internet ciia cic co quan, don vi trong tinh
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Hinh 8: Két néi mang LAN ciia don vi tryc thuge vao mang TSLCD
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MG hinh két néi mang LAN vao mang TSLCD cép II 1a md hinh sir dung
trong truong hop cac don vi khong ¢6 HTTT (thuong la cac diém thugc UBND
Xa, phuong, thi tran).

CA&c y&u cdau co ban:

- Tai cong két ndi cua don vi: Thuc hién tach riéng phan hé két ndi
Internet (IP Public do So TTTT quy hoach) va phan hé két noi mang TSLCD
Cap I (IP WAN va IP LAN do Cyc BDTW quy hoach). Cong két ndi tai don vi
can dap ung cac yéu cau tai Phu luc 1 Théng tu 12/2019/TT-BTTTT ngay
05/11/2019.

- Tai phan h¢ LAN: 1 may tinh sir dung dong thoi 2 két ndi Internet va
TSLCD cap Il.
~ - Trén ha tang mang ciia DNVT cung cap két noi Internet cho don vi: Can
trién khai diém tap trung Internet cho cac CQNN dé quan ly tap trung luu luong
Internet cta cac CQNN tai dia phuong.

- Luu luong Internet cua cac co quan, don vi di dén diém tap trung cia dia
phuong (do DNVT trien khai).
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1. M0 hinh mang Cép d6 1: Danh cho co quan nha nuéc (CQNN) 6 h¢
thong thong tin (HTTT) dugc xac dinh la cap do 1.
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Hinh 9: M& hinh mang cdp dé 1
Yéu cdu téi thiéu HTTT phdi dam bdo c6 cac viing mang sau:
- VVung mang bién.
- Vung mang noi bo.

Tuy thugc hogt dgng va nhu cau s dung hogc khong si dung, HTTT
cua don vi c6 hogc khong trien khai cac vung mang sau:

- Vung mang khong day: HTTT khéng str dung mang khong day.

- Ving may chi noi bo: HTTT khong trién khai cac may cha phuc vy tng
dung trong ndi bd co quan, don vi.
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2. Cap @b 2: Danh cho CQNN c6 HTTT duoc xac dinh 1a cap do 2.
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Hinh 10: M6 hinh mang cdp dé 2
Y&u cdu téi thiéu HTTT phdi dam bdo c6 cac viing mang sau:
- VVung mang bién.
- Vung DMZ.
- Vung may chu noi bo.

Tuy thugc hogt dgng va nhu cau s dung hogc khong si dung, HTTT
cua don vi c6 hogc khong trien khai cac vang mang sau:

- VVung mang khong day (HTTT khong si dung mang khong day).
- Vng mang noi bo (HTTT khong két ndi truec tiép véi mang néi bg).
3. Cap dd 3: Danh cho CQNN c6 HTTT duoc xac dinh 1a cap do 3.
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Hinh 11: Mé hinh mang cdp do 3
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Y&u cdu téi thiéu HTTT phdi dam bdo c6 cac viing mang sau:

- Vung mang bién.

- Vung DMZ.

- VVung may chu CSDL.

- Vung quan tri.

Tuy thudc hogt déng va nhu cau si dung, hé thang thong tin ciia don vi
c6 thé trien khai cac vung mang sau:

- Vung mang khéng day (HTTT khéng s dung mang khdng day).

- \VUng mang noi bo (HTTT khéng két néi truc tiép véi mang néi bo).

- Vng may chi noi bo (HTTT khong trién khai cac may chu phuc vu iing
dung trong noi bo co quan don vi).

4. Thuyét minh cac viing mang

- Ving mang bién: Pat cdc thiét bi mang, thiét bi biao mat (router,
firewall, thiet bi dau cudi); ket noi mang véi doanh nghi¢p vien thdng va ISP;
kiém soat, phat hién va ngan chan tan cong mang, cac truy cap trai phép va virus
ma doc.

- Vung DMZ: bat cac may chu chay ung dung cung cap cho ngudi ding
noi bo, trén mang TSLCD cap Il va mang Internet; lam nhiém vu trung gian giao
tiep vdi cac vung mang bén trong vai mang WAN va mang Internet.

- VUng may chu CSDL: bat cac may chu chira co s¢ dit ligu, thiét bi luu
trir cho h¢ thong &ng cua don vi.

- Vling quan tri: B3t cac may chu diéu khicn, quan tri hé thong, sao luu dit
liéu, ghi log, giam sat, hién thi thong tin.

- Ving may chu noi bo: Ving mang dat cac may chu trién khai tng dung
noi b, chia s€ dir liéu ndi bo.

- Vung mang noi bo: Pat cac may tinh cta nguoi dung trong co quan, don
VI.

- VVing mang khéng day: Dat cac thiét bi phat song khong day cho nguoi
dung truy cap.



